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Energy 

 The most lethal attack on any network is Denial of Service attack, which rise to a multi-

fold level over the years and become much more sophisticated. The Distributed Denial 

of service attacks is more potent threat to the network infrastructure nowadays. This 
work focuses on such attacks on the wireless Mobile Ad hoc networks . Collaborative 

traffic information sharing based detection and prevention system for DDoS attacks is 

presented here with Trust Evaluation based routing technique. This system basically 
focus on energy & packet delivery ratio based on which the system detects and prevents 

DDoS attacks and compute a trust value . based on the values the routing of message 

takes place from source to destination. The comparative study of other protocols with 
the proposed one also provided with the simulation results using DARPA datasets in 

Network Simulator which proves the supremacy of proposed work, evaluated based on 

parameters like delay, average energy consumption 
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INTRODUCTION 
 

 DDoS, Distributed Denial of Service is an advanced form of DOS attacks which mainly focus on target 

node by a group of attacker node that are geographically separated. In wired network there are several systems 

available for tackling those attacks but not in wireless mobile network. This work focusing on formulating such 

a wireless variant of Intrusion Detection System. In the DDoS attack, the incoming traffic flooding the victim 

originates from many different sources. This effectively makes it impossible to stop the attack simply by 

blocking a single IP address and also it is very difficult to distinguish legitimate user traffic from attackers 

traffic when it is spread across to so many points of origin and since MANET is energy constrained network, 

tedious computations are not possible in it. So a more appropriate architecture is discussed here which 

collaboratively exchanging traffic information and route the message effectively thereby avoiding & preventing 

DDoS attacks. 

 

Literature Survey: 

 (Pengrui Xia, Meng Wu, Kun Wang, Xi Chen et.al, 2008)As the absence of a centralized control in mobile 

ad hoc networks (MANET), the tradition public key infrastructure (PKI) model is not fully applicable in 

MANET scenarios. Hence propose a fully distributed Certificate Authority (CA) which based the Identity-Based 

Encryption (IBE) combined with distributed secrete sharing algorithm and integrated it with an OLSR MANET 

 (Jonatha Thostle. 2008) proposes a new concept in network addressing: one-time encrypted Network 

addresses. To tackle the two existing network security problems are ensuring anonymous communications and 

preventing data exfiltration through network covert channels. Author then show how one-time encrypted 

addresses can prevent intersection and other traffic analysis attacks that can undermine low-latency and 

anonymous communications 

 (Tameem Eissa, Shukor Abd Razak, Md Asri Ngadi, et.al, , 2009) proposes a solution provides a safe way 

to use short cryptography keys for MANET. The system provides secrecy by hiding the public keys and making 

them visible only to the trusted nodes.  

 (Yang Qin and Dijiang Huang , 2014).proposes a statistical traffic pattern discovery system (STPD). In 

brief, their approach includes three steps: (1) construct the point-to-point traffic matrices according to the 
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captured packets and then derive the end-to-end (accumulative) traffic matrix; (2) compute the probability for 

each node to be a packet originator or a destination to distinguish the sources and destinations from forwarders; 

(3) the author deliberately erase the outgoing traffic from a source node or the incoming traffic to a destination 

node in step (1) and (2) to identify the end-to-end communication relations. The main contributions of this work 

are in two-fold: (i) improve the algorithms and present a new set of inference rules to construct the point-to-

point traffic matrices and to derive the end-to-end traffic matrix more precisely. (ii) Upon the derived end-to-end 

traffic matrix, we propose a novel heuristic data processing model to derive the probability for each node to be a 

source or a destination, and the probability for each pair of nodes to be an end-to-end communication pair. 

 (Suparna Biswas, Priyanka Dey.et.al,2013) propose a checkpointing–recovery scheme that eliminates much 

of these overheads. The contributions of the present work may be summarized as follows:A trust model is 

proposed that evaluates a MH to be trusted based on a number of parameters. A trusted cluster member MH is 

found out by a check pointing MH so that a copy of plain checkpoint could be saved in it. Secure check pointing 

using public key cryptography is used. The MH that saves checkpoint can access its content. A checkpoint is 

secure on a trusted MH. Hence checkpoint can be sent to a trusted MH without encryption. Thus total energy 

consumption of MHs for receiving, forwarding encrypted checkpoint and channel bandwidth consumption to 

transmit it will reduce. 

 (Jin-Hee Cho Æ Ing-Ray Chen, 2010) Investigate performance characteristics of secure group 

communication systems (GCSs) in mobile ad hoc networks that employ intrusion detection techniques for 

dealing with insider attacks tightly coupled with rekeying techniques for dealing the outsider attackers. The 

objective is to find the optimal settings with the the best intrusion detection interval and the best batch rekey 

interval under which the system lifetime (mean time to security failure) is maximized while satisfying 

performance requirements. 

 (Feng Luo, Latifur Khan, Farokh Bastani, I-Ling Yen1 and Jizhong Zhou, 2004) the authors introduce a 

new hierarchical clustering algorithm that overcomes some of these drawbacks. A new tree-structured self-

organizing network, called dynamically growing self-organizing tree (DGSOT) algorithm for hierarchical 

clustering. At each hierarchical level, the DGSOT contains the optimized number of clusters, from which the 

proper complete hierarchical structure of the underlying dataset can be found. In addition, they propose a new 

cluster validation criterion based on the geometric property of the Voronoi partition of the dataset in order to 

find the proper number of clusters at each hierarchical level. This uses the Minimum Spanning Tree (MST) 

concept of graph theory and it is computationally inexpensive for large number of datasets. A K -level up 

distribution (KLD) mechanism, which increases the data distribution in the hierarchy construction, which was 

used to improve the clustering accuracy. The mechanism of KLD allows the data misclustered in the early 

stages to be re-evaluated at a later stage and increases the accuracy of the final clustering result. The clustering 

result of the Dynamically growing self organizing tree is easily displayed as a dendrogram for visualization. 

 (Dmitri D. Perkins, Herman D. Hughes, and Charles B. Owen, 2002)Mobile Ad Hoc NETworks 

(MANETs) are an emerging class of network architectures that are characterized by their highly dynamic 

topology, limited resources bandwidth, power, and lack of fixed infrastructure. The motivation for such 

networks is increased mobility with the flexibility. Random node mobility along with various other factors such 

as network size and traffic intensity may be very dynamic, resulting in unpredictable variations for the overall 

network performance. The modeling and development of adaptive ad hoc protocols (routing, medium access 

control, scheduling and buffer management).Using 2kr factorial experimental design, which isolates and 

quantify the effects of five factors: node network size, number of traffic sources, and type of routing (source 

versus distributed), that affects the performance of mobile ad hoc networks 

 

Proposed System: 

 This work presents an approach that help the Mobile Ad hoc Network (MANET) environments mobile 

nodes to effectively detect the DDOS attack with the help of knowledge sharing between the nodes and multiple 

level of Intrusion Detection Systems (IDS) present in the environment .once the IDS detects a malicious activity 

it update all nodes about its vulnerability and the affected node status .These information’s were used by other 

nodes to tackle similar situation in the future. These information along with the energy levels of each node and 

the packet drop rate were used to evaluate the trust value which was then used to dynamically sort the nodes in a 

hierarchical manner .This hierarchical sorting helps the MANET’s nodes to communicate each other effectively 

in the shortest path possible with less energy loss. 

 There are 3 modules in our system architecture where the input is the fragmented data’s is transmitted as 

data packets .The rule generator generates a rule for normal transmission and stored in the predefined location 

.The score manager keeps the log of these values. Here for mobile nodes we consider energy, packet delivery 

ratio as parameter for generating rules. 

 The decision manager decides whether that node is malicious or not based on the rule comparison. These 

values are considered for clustering the nodes. Here we use hierarchical clustering based on the score as higher 

valued nodes are placed at the top of the tree structure and the lower level are filled with nodes having 
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subsequent scores.To ensure the security of the environment and nodes data ,here we plan to implement secure 

group communication mechanism .Finally we will calculate the trust of the entire system to ensure the reliability 

and scalability of the network. 

 

 
 

Fig. 1: System Architecture. 

 

Intrusion Detection System: 

 Initially vulnerable nodes are identified based on analysis of the input traffic by comparing the current 

traffic with the predefined set of traffic that was labelled as legitimate traffic which was observed over a period 

of time and stored in the form of a rule. The score manager keeps a score of all nodes that are calculated till that 

time using these score the decision manager decides whether the node is affected or not as output of this module 

 There are three phases  

1)Initial checking and rule formation. 

 Checks the initial packets for common anonymity. 

 Creates a rule based on which the upcoming packets need to be filtered  

2)Maintaining and updating score list. 

 Allocate score or identification values to each node based on its vulnerability and content in the packets 

 Keeps updated list of scores for all the nodes that are presently part of the environment. 

3)Detection manager 

 A decision device that makes the decision of whether there is an attack occurred or not based on the score 

value 

 Update the score list and peer nodes about the result. 

 

DGSOT Algorithm: 

 A nearest centroid based clustering algorithm which creates a voronoi diagram of the data space. Two 

Phases 

1) Tree creation  

 To create an empty node called root node  

 Initialize it and assign children nodes to it. 

2) Horizontal and vertical growing  

 Describes how the tree structure grows vertically and horizontally  

 Cluster validation and k level up distribution mechanisms were used for this purpose .  

 Cluster Separation (CS) = 
𝐸𝑚𝑖𝑛

𝐸𝑚𝑎𝑥
, a relative separation of centroid 
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Trust Evaluation:  

 The trust evaluation component. It uses a trust system, which is often extended with a reputation system. In 

the former, a node evaluates a subjective view of the entity’s behaviour, while in the later view of the whole 

community is taken into account. The evidence used in trust evaluation can be classified as either first- or 

second-hand. In general, first-hand observations are more reliable than second-hand. The question of whether to 

use second-hand evidence or not is basically related to the trade-off between the speed of trust evaluation and 

the robustness of such an evaluation. The evidence can be further classified as personal or general Personal 

evidence relates to the status of packets originated by a node itself, while general evidence is concerned with the 

status of packets originated by other nodes (further explanation will be given in the next section).The 

contribution of our paper is as follows: we distinguish the conditions, where which the collaborative sanctioning 

based on a trust system performs well, from the conditions it should be extended with a reputation system. We 

assume, that personal and general first-hand evidence is available to nodes. 

 For performance evaluation there are two parameters we use  

• Trust rating  

• Reputation rating 

 Trust rating: Let as assume that node i would like to evaluate the rating of node j. It will be based on two 

characteristics of j, namely Pack_frwdj|i and Pack_dscj|i, which are the numbers of packets forwarded and 

discarded by jThe computation of trust ratings can be based on either personal or general evidence. Depending 

on the evidence type used by a node we define two settings of the trust system. According to the first one 

(denoted by PG) a node uses personal and general evidences, without making any distinction between them. 

According to the second setting (denoted by P) a node uses only personal evidence. 

 Reputation rating: Each node implements a reputation base, where it stores information about trust ratings 

periodically obtained from other nodes (hereafter called sources). Trust ratings obtained from the sources are 

hereafter called referrals. The source is periodically selected among a group of nodes (a node with the best trust 

rating in the group is chosen as the source). The group size is specified by the parameter null. The source only 

shares its trust ratings. For simplicity, group members are randomly chosen from the entire network. Node i 

evaluates the reputation rating of node j (denoted by rReputationj|i) 

 

Implementation: 

Experimental Setup:  

 The work is implemented Network Simulator (ns) version 2.34,.After successful execution of tcl scripts it 

will generate various files like trace file and network animation (.nam). which is helpful in providing simulation 

output . 

 The dataset used in the work is the LLS_DARPA_DDOS dataset , a specialized dataset containing log of 

network activities specially related with the generation of DDOS attacks is a part of DARPA laboratories , a 

defense subsidy of US . 

 
Table 1: Simulation Environment. 

Simulation Environment Simulation Value 

Wireless standard IEEE 802.11 

Number of nodes 50 

Examined Routing protocol AODV,DSR,EQSR 

System Bandwidth 2 Mbps 

Simulation Environment 1500 * 1500 

Antenna Omni Directional 

Channel Propagation Wireless / Two ray ground 

Protocol Layer Cross Layer MAC 

Type of Nodes Mobile 

Mobility 10 m/s 

Packet Size 512 bytes 

 

Implementation and Performance Evaluation: 

EQSR Protocol: 

 Let us define some assumptions, and then we provide the details of multiple paths discovery and 

maintenance, as well as the traffic allocation and data transmission across the multiple paths. 

 

Assumptions: 

 We assume N identical wireless nodes are distributed randomly in the MANET environment. All nodes 

have the same transmission range, and have enough energy, computing, and communication activities. Each 

node in the network is assigned with a unique ID and all nodes are willing to participate in communication 

process by forwarding data. Additionally we assume that each mobile node is able to compute its residual 
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energy at any time and its availability of buffer size, and also record the link performance between itself and its 

neighbouring node in terms of signal-to-noise ratio.  

 

Link cost function: 

 The link cost function is used by the node to select the next hop during the path discovery phase. We use a 

cost function with some changes. Let Nx be the set of neighbour nodes x. Then our cost function includes an 

energy factor with available buffer size, and interference factor with appropriate weights. 

 In this cost function, we only consider the residual energy value of node y but not for x. Because the node y 

consumes energy for data reception and transmission if it is selected as a next hop of the node x. here it is not 

consider node x, because whatever node y is, still node x needs to spend the same amount of energy on data 

transmission . The total cost Costtotal for a path P consists of a set of G nodes is the sum of the individual link 

along the path. Based on the idea of the directed diffusion the sink node starts the multiple paths discovery 

phase to create a set of neighbors that able to forward data towards the sink from the source node. The 

constructed multi-paths are node-disjoint paths (i.e. have no common nodes except the source and the 

destination). In multi-path routing, node-disjoint paths are usually preferred because they utilize the most readily 

available network resources, are the most fault-tolerant. If an intermediate node in a set of node-disjoint paths 

fails, only the path containing that node gets affected, so there is a minimum impact to the diversity of the 

routes. The path discovery procedure is executed according to the following phases 

 

Alternative Paths discovery phase: 

 For the second alternate path, the sink sends alternative path RREQ message to the next most preferred 

neighbour node. To avoid having paths with the shared node, we limit each node to accepts only one RREQ 

message. Thenodes that receive more than one RREQ message, accepts only the first RREQ message and rejects 

the remaining messages. 

 

Path refreshment: 

 In order to save energy, we reduce the overhead traffic through reducing control messages. Inspite of 

periodically flooding a KEEPALIVE message to keep multiple paths alive and update cost functional metrics, 

we appends the metrics on the data message by attaching the remaining buffer size, link quality and residual 

energy, to the data message. 

 

Paths selection: 

 After the completion of paths discovery phase and the paths have been constructed, it is needed to select a 

set of paths from the N available paths to transfer the traffic from the source to the destination with a desired 

bound of data delivery . To find the number of required paths, it is assumed that each path is associated with 

some rate pi .i .D 1; 2…..N that corresponds to the probability of successfully delivering a message to the 

destination. The distribution for different levels. Now out of the k paths, the protocol picks out a number of l 

paths to be used to transfer the real-time traffic, and m paths for non-real-time traffic.. To calculate l, we assume 

that the mobile node knows the size of its traffic (both real-time and non-real-time traffic). Let RTraffic represents 

the size of the real-time traffic, NRTraffic represents the size of the non-real-time traffic, Here it is shown as 

l =
RTraffic

RTraffic + NRTraffic
k 

m =
NRTraffic

RTraffic + NRTraffic
k 

 As we divided the k paths between the real-time and non-real time traffic according to the traffic size, we 

select the best l paths that minimize the end to end delay to transfer the real-time traffic to ensure that the 

critical-time data is delivered to the destination within the time requirements, without any delay. To find the best 

baths in ter ms of the end-to-end delay, during the paths discovery phase, each mobile node estimates the time 

elapsed for the RREQ packet since its transmission from the node's neighbor till it is received by the node itself. 

By accumulating this time, the source node can compute end-to-end delay for each of the available paths. 

 

RESULTS AND DISCUSSIONS 

 

 The results of our simulations are analysed and discussed. The results are analysed and discussed in 

different scenarios having networks of ten, twenty and thirty five mobile nodes for monitoring applications. The 

performance evaluation of the AODV and DSR routing protocols with the performance parameter of end-to-end 

delay is compared. After performing this simulation then the two protocols are analysed in different scenarios by 

increasing the number of nodes from ten to twenty and then to thirty five making the network more complex and 

then comparison of the two protocols with the help of same performance parameter of end-to-end delay is 

analysed. The same procedure is repeated for the other parameter throughput.  
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Parameters: 

 The scenario is aimed for the monitoring of critical conditions. The participating nodes in the scenario were 

considered as mobile and submitting nodes communicating to sink at regular intervals. In the scenario the 

number of sensor nodes deployed was ten having an environment size of 1500x1500. For the scenario, the 

application used was FTP with packet size 512 bytes with packet rate of 4 packets/sec. The scenario is simulated 

for 50 seconds. In this scenario the parameter end-to-end delay of the three protocols EQSR, AODV & DSR is 

analyzed for the designed network.  

 

End-to-End Delay: 

 The term end-to-end delay refers to the time taken by a packet to be transmitted across a network from 

source node to destination node that includes all possible delays caused during route discovery latency, 

retransmission delays at the MAC, propagation and transfer times. The protocol which shows higher end-to-end 

delay it means the performance of the protocol is not good due to network congestion. 

 

 
 

Fig. 2:  End to End Delay of EQSR, AODV & DSR. 

 

End-to-End Delay (Packet Drop) in EQSR, AODV & DSR Protocols: 

 From the graph, it has been seen that for 50 nodes, delay is large in DSR compare to other two protocols 

where the delay is less in AODV compare to DSR but AODV has larger delay compare to EQSR protocol. 

 

Packet delivery ratio: 

 It is defined as the ratio of number of packets received by receiver to the number of packets transmitted 

from source. Generally, it should be a larger value.  

 

 
 

Fig. 3: Packet Delivery Ratio of EQSR, AODV & DSR. 

 

Packet delivery ratio in EQSR, AODV & DSR Protocols: 

 From the graph, it has been seen that for 50 nodes, packet delivery ratio is large in EQSR compare to other 

two protocols where it is less in AODV compare to EQSR but AODV has larger packet delivery ratio compare 

to DSR protocol. 

 

Observation: 

 The simulated results are analyzed and discussed in this chapter. The different metrics of wireless sensor 

networks in different topologies and complexities have been discussed and simulated. The main metrics that are 

considered in this chapter are packet delivery ratio and end-to-end delay. Mobile node network scenarios with 

scalability have been taken and simulated for a certain period of time. For the simulation purposes we have set 
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certain parameters and simulated results are shown. The two different routing protocols EQSR, AODV and DSR 

were implemented in each scenario in order to evaluate their performance for the designed network in the 

presence of scalability. The results based on graphs and tabulated values of each protocol according to the 

scenario wise observations are given below. 

 
Table 2: Comparison of EQSR, AODV and DSR. 

Protocol Metric Network 

 
EQSR 

Delay (sec) 0.005 

Packet Delivery Ratio 1.003 

 

AODV 

Delay (sec) 18.00 

Packet Delivery Ratio 0.958 

 

DSR 

Delay (sec) 100.07 

Packet Delivery Ratio 0.910 

 

 Our observations on the basis of tabulated results of each protocol for different metrics in both scenarios are 

as follows:  

 In the scenario of networks, AODV gives considerably less delay as compared to DSR .AODV protocol 

outperforms DSR with prominent difference in delay. But EQSR has lower delay compare to above two 

protocols. In terms of delay the network size has an impact on EQSR, AODV and DSR performance.  

 The packet delivery ratio of AODV is large in networks exceeds with a little margin than the packet 

delivery ratio of DSR. So, AODV by far performs better than DSR. EQSR is superior to above two protocols in 

terms of packet delivery ratio. 

 

Conclusion & future scope: 

 The performance and detection and prevention in EQSR protocol is superior to that of other protocols such 

as AODV & DSR. The trust value that is used to find the path .the future work consists of clustering the nodes 

based on the trust value and providing security to the nodes by using an efficient batch rekeying mechanism to 

improve the reliability of the system. 
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